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1.1  Obi  active.  TMa  objective  of  this  TOP  is  to  decaralne  (a)  whether 
conmuTiicacions-eiactrorLics  (C-E)  systems  or  aquipmeats  possess  infaaraat 
deficiancies  which  can  be  iatencioaally  e.rpioitad  by  enemy  alectromag- 
aetic  means  and  (b)  whether  the  contribution  or  the  systems  or  equip- 
ments to  the  electromagnetic  environment  can  be  used  to  detect  their 
presence  and  location. 


1.2  cations.  Since  many  of  the  specific  procedures  of  ’/ulnerability 

tasting  are  classified,  the  amount  of  information  provided  in  t.his  TO? 
ts  limited  and  is  intended  as  general  guidance  only.  Eac.h  test  nay  re- 
quire some  tailoring  so  as  to  accommodate  the  characteristics  of  the  par- 
ticular system  under  test.  Prior  classified  test  plans  and  test  reports 
on  similar  test  items  remain  the  best  source  of  specific  procedures.  In 
addition,  countermaasures  depend  to  a high  degree  upon  Che  skill  of  the 
operators.  There  is  no  substitute  for  experience  in  test  planning  or  in 
the  operation  of  equipment.  The  probabil.uty  of  providing  information  to 
an  unauthorirad  party  whan  cryptographic  equipment  is  used  is  not  dis- 
missed in  this  TOP. 


^Supersedes  1-fI?  5-2-308,  13  June  1363 — — ~}l^io4^ 
Approved  for  public  release,  distribution  'unlimited. 
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3.  PPEPASATIOW  FOR  TSST. 

3.1  Praeheeka.  Make  che  foUoviag.  prechecka  and  arrangeaents : 

a.  Aasurance  checks  chac  ceac  equipment  and  accessories  are  avail- 
able, are  operaclonal,  and  neec  certified  calibration  requirements.  Checks 
chat  the  necessary  cast  procedures  and  softvara  for  automatic  test  equip- 
ment are  available. 

b.  Operational  check  of  the  cast  icemCs)  to  ensure  normal,  correct 
functioning. 

c.  Final  arrangements  for  provisions  of  supporting  and  participating 
agencies,  activlcias,  and  facilities  as  required. 

d.  Tast  personnel  briefing  and  provision  of  required  instructions, 
manuals , and  data  collection  material. 

3 . 2 lyy'S  Tests. 

a.  Simulation  in  che  IVS  may  require  obtaining  capes  of  che  expected 
operational  electromagnetic  environment  so  background  conditions  can  be 
established . 

b.  Investigate  the  specified  parameters  and  tast  conditions,  ilepre- 
sentativa  considerations  are— 

(1)  Desired  signal  (S)  and  jamming  signal  (J)  frequencies 

(2)  Calculated  S and  J signal  levels  representative  of  tactical 

ranges 

(3)  Jammer  modes 

(4)  Test  item  operational  modes 

(5)  Combinations  of  i,  2,  3,  and  4 above  represent  selected 
electronic  countermeasures  (Ed)  conditions 

(6)  Possible  electronic  counter-countermeasures  (SCd)  tech- 
niques 

(7)  Data  to  be  recorded  and  recording  method 
(3)  Scoring  method  and/or  equipment 

c.  Sec  up  che  cast  teem  and  cast  equipment  witiiin  or  near  the  TJS 
as  required  for  each  measurement  or  condition. 


TOP  6-2-508 


12  Scpceabcr  1977 


2.  FACHITISS  AND  ISSTRUMEyEATION. 

a.  Th*  facliicies  and  tnscrumencacion  of  cha  Aray  Slectronic  Proving 
Ground  (A£PG)  for  vulnarabilicy  casting  have  been  used  as  an  esaaple  to 
indicate  requirements.  AEPG's  Slectromagnecic  Savlronmencal  Test  Facility 
(FHETF)  is  described  in  detail  in  appendix  C.  Related  major  instrumenta- 
tion is  indicated  also. 

b.  Briefly,  the  EMETF  comprises  the  following; 

(1)  The  Instrumented  Workshop  (FJS).  Provides  the  capability 

CO  conduct  elactrcmagnetic  vulnerability  tests  -nder  precisely  controlled 
conditions  and  provides  degradation  data  for  use  'n.  the  computer  analysis. 
The  DJS  includes  Che  Digital  Scoring  Svstar:  he  Automatic  Data  Col- 
lection System  (ADCS),  and  the  7oica  Incerf  ’.ysis  System  (VLlS). 

(2)  The  Soectrum  Signature  Facili-  'S5F) . Provides  spsctfcm 
signature  data  compilation  in  accordance  w , .IL-3TD-449Di./  and  analyt- 
ical reports  on  electromagnetic  charac tarts  tics , deficiencies,  and  reme- 
dial design  recommendation. 

(3)  The  Scoring  Facility.  Provides  a means  of  scoring  the  af- 
fect of  Intarfaranca  on  voice  communications  equipment  and  systems.  This 
facility  measures  information  transfer  by  of  phonetically  balanced 
(P3)  words  and  a trained  listener  craw  and  ^er-aits  the  establishment  of 
equipment  performance  under  ccnditlons  of  incerf arenca  and  jarnsning. 

(4)  Veapon  System  Electromagnetic  Snvlronaenc  Simulator  (WSF2S) . 
Provides  the  capability  of  simulating  under  precise  control  duplicates  of 
radio  frequency  (RF)  signals  which  are  representative  of  chose  found  In  the 
real  world  and  would  be  associated  with  tracking,  air  defense,  artillery, 
and  combat  surveillance  radars,  and  any  other  signal  within  the  range  of 
2-13  GHz. 

(5)  Field  Facility.  Provides  a capability  to  field  validate 
laboratory  data,  measure  antenna  characteristics  and  propagation  factors, 
and  test  equipment  chat  cannot  be  brought  into  the  laboratory, 

(6)  Library  of  Computer  Programs.  Provides  a selection  of 
computer  programs  which  are  used  as  analytic  tools  for  analyses  of  oper- 
ational concepts , systems,  and  equipment.  The  primary  testing  tool  is 
the  environmental  Intarfaranca  Effects  hodal  (2II21) . 


y Hilitary  Standard  Radio  Frequency  Spectrum  Characteristics,  Measure- 
ment of,  22  February  1973. 
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d.  Provlda  amliicial  antennas  (duasay  loads)  and  signal  sampling 
dav'ik.ea;  do  not  use  syscdta  antennas. 

3.3  Field  Tests. 

a.  Kozmally,  test  situations  vill  be  simulated  as  indicated  in  para- 
graph 3.2.  In  certain  instances,  however,  field  tests  may  be  necessary. 

In  these  instances,  use  methods  similar  to  Chose  indicated  but  deploy  the 
test  icea(s)  and  operaca  them  in  an  authorized  open  land  area  at  tactical 
ranges  under  operating  conditions  approximating  tactical  employment  of 

Che  item.  Create  an  active  ECM  electromagnetic  environment  by  use  of  a 
ground-based,  mobile  ZCM  simulator  deployed  and  operated  to  realistically 
represent  enemy  SOI  systems.  Conduct  passive  SOi  Liatercaption  and  direc- 
tion finding  (DF)]  tests  utilizing  mobile  instrunentation  having  the  ra<;- 
uisice  intarcepc-DF  and  meastirem.enc  capabilities. 

b.  Through  special  interagency  coordination,  the  field  test  nay  be 
designed  to  employ  actual  active  and  passive  SCI  systems  in  lieu  of  the 
simulator  ins trumen cation;  however,  the  latter  provides  more  test  flexi- 
bility  and  more  comprehensive  test  results. 

c.  Configure  field  casts  to  provide  data  from  all  applicable  physi- 
cal and  aleccromagnacic  relationships  of  the  test  item  and  the  cCl  iastru- 
mentation.  Make  extensive  arrangements  to  assure  appropriate  items  are 
obtained  for  deployment  in  Che  field. 

d.  Make  early  contact  with  Che  responsible  frequency  management 
agency  to  ensure  authorization  for  radiacioo  in  the  req\iired  frequency 
bands  during  the  anticipated  test  interval. 

4.  TEST  CONTROLS. 

To  assure  uniform  and  repeacabla  results,  consider  the  following 
actions  and  controls  as  appropriate  to  the  test  item: 

a-  Determine  the  degree  of  variance  permissible  on  parametars  such  • 
as  frequency,  power  level,  and  sensicivicy,  and  include  limits  in  the 
appropriate  software  programs. 

b.  Approach  performance  thresholds  with  Increasing  J levels  fol- 
lowed by  decreasing  J levels  to  determine  differences  In  performance. 

c.  Consider  keying  sequences;  i.e. , desired  signal  on  first  or  jam- 
mer on  first. 

d.  Use  at  least  three  desired  signal  levels  between  sensi- 

tivity and  receiver  saturation  to  simulate  long,  medium,  and  short  link 
lengths . 
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e.  Select  low,  medium,  aad  high  frequencies  in  the  test  Item  fre- 
quency bandCs). 

f.  Use  three  degrees  of  test  link  information  transfer;  i.e.,  ac- 
ceptable, marginal,  and  not  acceptable. 

g.  When  required  by  a specific  test  plan,  or  for  a full  evaluation. 
Include  application  of  the  most  probable  £Cd  techniques  appropriate  to 
the  test  item. 

h.  To  reduce  the  effect  of  the  Jamming  signal, 

(1)  Utilire  test  item  receiver  adjustments  such  as  detuning 
RT/AJ  gain  control  and  bandwidth  control. 

(2)  Increase  the  test  item  transmitter  power  (bum-through) . 

(3)  Sec  Che  S level  to  produce  correct  inioraacion  transfer 
or  a normal  performance  index  in  the  jammed  condition.  Sec  the  J level 
to  produce  affective  jamming. 

1.  Record  In  detail  any  ECCM  technique  or  combination  or  techniques 
which  reduces  the  degradation  caused  by  jamming.  Effective  ECC-I  methods 
are  those  which  cause  a significant  increase  In  performance  index. 

3.  ?-RrORMANC2  TESTS. 


5.1  IWS  Tests. 

5.1.1  Vulnerability  of  Communication  Systems  to  Electronic  Countamea- 
sures  (Ed) . 

3. 1.1.1  Ob  1 active.  The  objective  of  this  subtest  is  to  determine  whether 
the  test  item  is  vulnerable  to  electronic  countermeasures  when  operating 
in  its  normal  configuration,  in  a simulated  environment  (utilising  both 
the  unancipherad  and  enciphered  modes,  whan  approprlata  to  the  item). 

3. 1.1. 2 hethod. 

a.  Initially,  conduct  a search  t ietarmina  the  potentially  most 
effective  jamming  modulation-  Employ  various  combinations  of  frequency, 
modulation  index  and  aodiilation  frequency,  pulse  width,  and  prilse  repe- 
tition rate  in  each  mode  of  operation  appropriate  to  the  item  to  deter- 
mine the  combinations  which  cause  the  worst  signal  degradation,  as  mea- 
sured by  Che  appropriate  performance  indicator:  articulation  index  (Al) 
for  analog  links,  bit  error  race  (SER)  for  digital  links,  articulation 
score  (.AS)  for  analog  or  digital  links,  or  percentage  of  correct  copy 
(PCC)  for  teistTpewrltar  1 inks . Use  values  which  oorre.spond  to  existing 
data  for  the  cast  item,  or  similar  items,  as  a starting  point.  However, 
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do  aot  liolc  til*  awchods  or  procedures  to  predetermined  data  but  vary  them 
as  such  as  possible  to  ieteralne  the  '^irst  case  performance,  ks  appropri- 
ate, and  as  a ainisRSB,  for  all  pulse  oodulatlaas  include  data  stream  bit 
rates  or  clock  frequencies  (if  clock  frequencies  and  bit  rates  are  not  the 
same)  and  their  aniltlples.  take  precautions  to  prevent  burnout  or  ocher 
damage  to  the  test  item. 

b.  Simulate  an  appropriate  test  link  configuration  vlch  predeter- 
mined signal  levels  providing  a specified  signal  plus  noise-co-aoise 
ratio  C(S+il)/N)]  at  the  terminal  receiver  output.  Simulate  long-,  medi- 
um-, and  short-range  links  for  cotnnn, ml  cation  items. 

c.  Test  each  link  vlth  no  Jamming  present  and  vlch  vorsc  case  Jam- 
ming. Apply  cape  recordings  of  phonetically  balanced  vord  lists  as  the 
modulating  signal  to  the  terminal  transmitter.  Record  the  terminal  re- 
ceiver output  at  each  j arming- co-signal  ratio  (J/S)'. 

d.  Evaluate  these  output  recordings  vith  a team  of  trained  listeners 
to  obtain  .\S.  Oececmine  t.he  relationship  ber.'ean  AS  and  AI  or  AS  and  BE5. 
(see  app  0) . 

a.  Apply  SCCM  operational  techniques  es  a separate  action  following 
rhe  preceding  casts.  Repeat  the  effective  Jamming  using  ECCM  as  appli- 
cable CO'  the  test  Item. 


5. 1.1. 3 Data  Required.  Record  Che  following: 

a.  Equipment  nomenclacura 

b.  Vorsc  case  modulating  signal  characteristics  for  aach  ECi  mode 

c.  All  S levels  (dBm) 

d.  Appropriate  performance  indicator  (3ER,  .AS,  ?CC.  AI)  versus  3 

a.  J value  for  criterion  AI,  AS,  3ER,  or  ?CC,  or  value  1 dB  above 
loss  of  synchronization  (dBm) . 

f.  J/S  (dB) 

g.  AS  versus  Al  or  3EB. 

h.  Record  in  detail  any  affective  ECCl, 

3. 1.1. 4 Analytical  Plan.  Prepare  a graph  of  the  range  of  performance 
versus  aff activeness  for  each  SCI  mode.  Prepare  a graph  of  the  range  of 
performance  versus  the  effectiveness  or  ECCi  against  the  jamming  signals. 
3ee  figure  1 for  sastoLe  graphs. 


5 


Figure  1.  Suiuple  graphu  of  effect Iveneaa  of  ECM  and  ECCM  modes. 
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do  not  lifflit  cli*  mochoda  or  procedures  to  predecertoined  data  buc  vary  them 
aa  ruch  as  possible  ieteraine  che  vorac  case  perforaance.  As  appropri- 
aca,  and  as  a alaianjn,  £ar  all  pulse  modulaclons  include  data  scream  bic 
races  or  clock  frequencies  (if  clock  frequencies  and  biC  races  are  not  Che 
same)  and  chair  mlciplea.  Taka  precaucions  Co  prevent  bumouc  or  ocher 
damage  co  che  case  item. 

b.  Simulate  an  approprlace  ceat  link  configuration  vlch  predacar- 
aiaed  signal  levels  providing  a specified  signal  plus  noise-co-noisa 
ratio  [(S+N)/N)]  at  che  eeralnal  receiver  output.  Simulate  long-,  aedi- 
ua-,  and  short-range  links  for  comstunicacioa  items. 

c.  Test  each  link  vich  no  jamming  present  and  vich  vorsc  case  jam- 
aing.  Apply  cape  recordings  of  phonetically  balanced  word  lists  as  Che 
modulating  signal  co  che  caminal  cransalctar . Record  che  caminal  re- 
ceiver output  at  each  jamming- co-signal  racio  (J/S)’. 

d.  Svaluaca  chase  ouepue  recordings  with  a team  of  trained  listeners 
to  obtain  AS.  Dacermina  the  relacionshi?  berwean  AS  and  Al  or  AS  and  3ER 
(see  app  D) . 

e.  Apply  SCCM  operacional  cechnlques  as  a separata  action  following 
rhe  preceding  casts.  Repeat  che  affective  jamming  using  ECCl  as  appli- 
cable to  the  cast  item. 

5. 1.1 -3  Data  Recuired.  Record  che  following; 

a.  Equipmenc  aomenclacure 

b.  Worse  case  modulating  signal  characteristics  for  each  ECM  mode 

c.  All  S levels  (d3m) 

d.  Appropriate  performance  indicator  (3ER,  AS,  ?CC . AI)  versus  3 

a,  J value  for  criterion  Al,  AS,  3SR,  or  ?CC , or  value  1 d3  above 
loss  of  synchronisation  (d3m) . 

f.  J/S  (d3) 

g.  AS  versus  Al  or  3ER- 

h.  Record  in  dacail  any  affective  ECCl. 

3. 1.1. 4 Analytical  Plan.  Prepare  a graph  of  che  range  of  performance 
versus  effectiveness  for  each  Ed  mode.  Prepare  a graph  of  the  range  of 
performance  versus  che  effectiveness  of  ECd  against  the  jamming  signals, 
lee  figure  1 for  saiaple  graphs. 


-1 


Figure  2.  block  diagram  of  electronic  warfare  vulnerability  teat  aetu|i 
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/ 

5.1.2  ^TopcomBunication  Syscam. 

3. 1.2.1  Obieetlva.  The  objective  of  thla  subcase  is  to  decarmlae  whether 
Che  cast  item ' 3 performance  in  lea  intended  operational  electromagnetic 
envirotment  ia  (1)  degraded  in  Che  presence  of  jamming  and  (2)  vulnerable 
to  detection. 

5. 1.2. 2 Method. 

a.  Initially,  conduct  a search  to  datarmine  potancially  aff active 
Jamming  modulations  aa  indicated  in  paragraph  3.1.1.2a.  Examine  equip- 
ment characceriacica  and,  based  on  past  experience  and  engineering  judg- 
ment, select  the  jammer  charactaristica  most  Likely  to  be  affective 
against  noncommunication  systems.  A radar  is  specified  here  as  an  ex- 
ample of  the  nose  common  type  of  ncccommunicaclon  system.  (Navigation 
systems,  distance— naasuring  systems,  remote  control  systems,  and  tele- 
metry systems  are  also  concotmunicacicn  systems.)  Sat  up  the  radar  or 
ocher  device  as  shown  in  fig’ure  2.  Simiilata  target  returns  appropriate 
to  the  specified  rangas  of  the  radar.  Subject  the  radar  to  jamming  with 
the  series  of  nodes  dacarminad  in  the  initial  search  to  be  affective. 

b.  Si, mu lace  evo  target  types  (missile,  aircraft,  etc,),  using  a 
small  moving  target  located  at  one-half  the  stated  range  from  C-he  test 
item  and  a large  moving  target  located  at  full  range  from  the  test  item. 

c.  Select  jamming  levels  on  Che  basis  of  interfering  power  densi- 
ties at  the  radar  receiver  required  to  produce  conditions  of  jamming 
threshold  and  lOO-percent  jamming . Test  a nonjammiag  (clear -channel) 
signal  condition  for  each  target  type  and  at  least  five  ranges  (desired 
signal  levels).  Introduce  jamming  levels  in  small  increments  starting 
at  the  clear -channel  condition,  but  close  to  jamming  threshold,  and  de- 
termine the  J/S  at  which  the  criterion  performance  degradation  (10  per- 
cent below  clear -channel  performance)  is  reached.  Continue  to  increase 
jamming  levels  until  ICO-oercent  jamming  is  achieved.  Select  a number 
of  jamming  levels  large  enough  to  describe  the  range  of  J/3  versus  deg- 
radation. 


d.  If  radar  performance  cannot  be  determined  automatically,  use 
three  different  radar  operators  in  each  test  run.  Compare  their  perfor- 
mance scores.  If  the  indi'/idual  scores  differ  by  5 percent  or  more, 
rerun  the  test. 

e.  jsa  each  combination  of  variabla  parameters  which  comprises  a 
test  run  until  all  individual  combinations  are  tasted.  Include  a run 
with  both  targets  vlsibia  to  determine  the  affect  on  jamming  threshold. 

f.  For  each  test  run,  requast  the  radar  ooerator  to  saaren  in  range 
and  judge  whether  a target  is  detected  in  the  radar  output.  Tna  operator 
■will  be  unaware  of  the  conditions  prevailing  for  any  test  run.  For  each 
sac  of  jamming  levels,  include  rwo  target  conditions— target  present  and 
CO  target  present — to  provide  an  indication  of  false  targets. 
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ftstabliahed  in.  paragraphs  3 and  ^ by  usa  of  cha  glEM.  In  cha  analysis, 
avaluacB  the  dececcabxla.C7  by  a hoscila  alaccronlc  «srfara  support  mea- 
suras  (ESM)  activity  and  accotmt  for  cha  nacura  uid  aztanc  of  cha  hoscila 
E?  chraac  as  dacermined  by  cha  appropriaca  case  bad  daploymanc. 

c.  Afcar  ascablishing  cha  vulnarabillcy  co  dacaction  of  cha  cast 
icaa  in  Ics  incandad  anvironmanc,  dacamina  Cha  alaccromagnaeic  cotspaci- 
bilicy  (QiC)  as  a basaline.  Then  dacaraiaa  cha  EJ7  sxtscapcibillcy  data 
co  decaraina  cha  change  in  probabilicy  of  saciscactory  oparacion  of  cha 
case  icem  when  a jaas&ar  is  cumad  on.  Lise  cha  probabilicy  of  cargat 
daceccion  scores  as  a function  of  J/S  level  and  jaamlng  aodulacion  types . 

d.  Use  R5,  power  output,  and  antenna  pattam  data  for  the  jasmers 
contained  in  the  existing  files  of  inforaacion  for  foreign  equipaencs  co 
deteralne  che  jaamlng  levels  ac  che  cast  icaa.  Sv.usa  of  Che  El^i  and 
Che  aiodifiad  Longlay-Rlce  irregular-carraia  oropagaclon  soda  1,2/  da car- 
nine  jammer  discancas  for  5-,  50- , and  93-oerc2ac  jamming  efiacciveness 
(saa  rig.  3) . 

a.  Assure  chac  incarcepc  equipmenc  used  in  che  analysis  has  sansi- 
civlcies  and  ancaona  gains  comparable  co  chose  of  aiemy  equipmenc  in  che 
clma  frame  of  incarasc.  Calcxilaca  che  distance  co  che  case  icem  for  each 
incarcepc  equipmenc  and  use  cha  EI21  and  che  modified  Longlay-Rica  irrag- 
ular-carraia  propagation  modal  co  determine  cha  profaabtliry  chac  che  ia- 
carcapt  receiver  will  dacacc  Che  cast  icam  in  ics  operational  anvirotmanc 

f.  Evaluate  cha  photographs  co  decaraiae  whether  disclactiva  R5 
characteristics  exlsc  chac  mighc  aid  che  enemy. 

3.2  yield  Tests. 

5.2.1  General.  Normally,  field  conditions  will  be  slmulacad,  as  in  cha 
preceding  subcases.  However,  if  simulation  facilicias  are  not  available 
or  if  a validation  test  is  raqiaired,  a field  test  may  be  necessary. 

5.2.2  Objective.  The  objective  of  chis  subcase  is  co  dacamina  whether 
cha  cast  icam  is  'minerabla  co  electronic  countaraaasures  when  operated 
in  a represencaclve  field  environment  under  represencacive  conditions . 


5.2.3  Method. 


a.  Active  Tests 

(1)  Establish  a ground  test  link  with  cwo  case  item  samples, 
one  to  function  as  a victim  receiver  (VR)  located  ac  cha  test  facility 

2_/  Longley,  A.  G.  and  ?.  L.  Rica,  "Prediction  of  Tropospheric  Radio  Trans- 
mission Loss  Over  Irregular  Terrain — A Computer  Method — 1963,”  ESSA 
Technical  Report  ERL  79-113  67,  July  1968  (Revised  September  1972). 
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iixad  case  slca  and  the  other  to  function  as  the  test  link  transaltter 
(TLX)  deployed  at  distances  representing  short,  oiedlua,  and  maxlanan 
ranges.  In  case  the  longer  ranges  cannot  be  obtained  vlthln  the  test  fa- 
culty, reduce  the  TLX  power  in  calculated  Increaents  without  degradation 
of  test  signal  characteristics  in  order  to  simulate  the  longer  ranges 
while  the  XLT  remains  at  a practicable  midrange  location.  Establish 
ground  radar  system  test  links  by  providing  an  appropriate  passive  tar- 
get. 


(2)  or  airborne  systems,  operate  the  victim  receiver  ox  a 
ground-to-alx  test  link  in  an  appropriate  aircraft,  which  shall  fly  a 
prescribed  course  and  altitude.  For  avionics  systems  having  no  ground- 
based  component,  such  as  navigation,  altlnecer,  and  surveillance  systems, 
fly  Che  cast  item  and  its  passive  target  comprising  the  test  - in  ap- 
pToprlaca  patterns  through  the  ECl  envlroraaenc . 

(3)  With  Che  7H.  outputs  indicating  correct  information  trans- 
fer, measxira,  at  the  VI.  location,  the  signal  levels  in  the  unjanaed  test 
link  conditions.  Designate  them  SI,  S2,  and  S3.  Record  the  respective 
ground  ranges  or  slant  ranges  as  Rl,  R2,  and  R3  for  ground  and  airborne 
systems . 


(4)  Operate  c.he  test  item  at  low,  center,  and  high  frequen- 
cies of  its  operating  band  unless  it  is  a single  frequency  device. 

(3)  If  the  test  item  has  the  capability  of  operating  in  more 
than  one  modulation  mode,  test  it  in  each  tiode. 

(6)  For  the  test  link  modulation  signal,  approximate  the  nor- 
mal signal  fora,  consistent  with  the  scoring  system. 

(7)  Locate  an  Ed  environmental  generator  (ECM-EG)  with  re- 
spect CO  Che  test  link  and  victim  recaiver  to  provide  a raprasencativa 
ECU  mean  tiald  strength  at  the  victim  receiver. 

(3)  If  Che  system  has  directional  characteristics , vary  the 
angular  raiaclonsfaip  of  the  ECl-EG  and  the  7R  by  relocating  the  ECl-SG 
to  several  positions  on  a ISO*  arc.  Hake  certain  the  SC1-&G  antenna  is 
pointed  coward  the  test  item  from  any  location.  To  test  the  system  in 
azimuth,  use  an  airborne  ECl-SG.  Fly  it  at  several  altitudes  afaova 
ground  level  (AGL)  and  from  various  angles  to  the  test  ices.  Detaraiae 
Che  number  and  location  of  ECH-EG  poeicions  from  a study  of  the  test 
item’s  antenna  oactam  and  the  cast  area  terrain,  selecting  vulnerabla 
points  in  back-  and  side— lobe  areas  in  addition  to  the  angle  of  attack. 

(9)  For  ground  test  items/Links  and  for  each  test  condition, 
vary  the  ECH-SG  power  output  to  produce  a decremencal  change  in  cha  cast 
link  performance  Index  in  a ainiaua  of  five  steps  from  threshold  to  total 
jamming. 
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(10)  At  each  scap,  lacasura  and  rscord  the  J level  at  the  7R  and 
the  test  item  performance. 

(11)  ?or  airborne  test  items,  hold  the  ECl-EG  output  constant 
as  the  aircraft  is  osaneuvered  on  a prescribed  course  vhlch  provides  vary- 
ing slant  ranges  to  the  EOl-EC  and  TLX.  Measure  and  record  the  power 
outputs  of  the  desired  transmitter  and  the  Jammer  and  the  test  item  per- 
formance in  the  aircraft  at  prescribed  space  positions  along  the  slant 
range  (data  points)  as  detarmlned,  called  out,  and  recorded  by  the  test 
facility  trachlag  radar  system.  3y  use  of  propagation  aquations,  calcu- 
late J and  S values  at  the  test  item. 

(12)  Specify  the  qtanber  of  space  position  data  points  to  en- 
compass the  range  from  7R  threshold  to  naximum  jamming.  Select  a aiini- 
ansa  of  five  J levels  producing  decremental  perfomance  indexes  for  use 
in  the  data  reduction  process. 

(13)  Conduct  airborne  radar  tests  at  a nininum  of  t.hree  alti- 
tudes reprasaating  three  slant  ranges:  Rl,  R2,  and  R3 . Measure  and  re- 
cord the  power  outputs  of  the  desired  tramsmitter  and  the  jammer  and  the 
test  item  performance  in  the  aircraft  at  prescribed  space  position  data 
points.  By  use  of  propagation  aqiiations,  calculate  the  J and  S values 
at  the  test  item. 

(14)  Modulate  the  SCM-SG  carrier  in  that  node  detamined  to  be 
most  effective  la  the  laboratory  cast  or  use  all  nodes  which,  la  Che 
Jtidgmeac  of  the  test  engineer,  will  approxiaaca  a potential  ECM  anvlron- 
nenc  for  the  Item  under  test.  Gse  the  same  node  or  combination  of  nodes 
throughout  the  test  series. 

b.  Electronic  Counter -Ccuacemeasures  (ECCM)  . 

(1)  .-Ipply  ECCM  operational  techniques  during  the  jamming  phases 
of  each  active  ECM  field  cast.  Employ  techniques  and  devices  identified 
in  laboratory  tests,  if  available. 

(2)  Record  the  results  of  any  ECCM  cac-hnique  or  combination  of 
techniques  which  reduces  the  degradation  caused  by  any  class  or  level  of 
jamming.  Consider  this  an  effective  ECCM  nechod. 

(3)  If  Che  "bum-c.hrough'’  tacimiques  are  applicable  to  the 
test  item,  cake  prscaucions  to  prevent  damage  to  the  test  item. 

c.  Passive  Tests. 


(1)  Perform  these  tests  with  an  iacercspc  and  direction  find- 
ing (DF)  team  located  at  positions  chat  approximate  possible  enemy  posi- 
tions and  distances. 
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(2)  Using  chs  Intsrcspc/DF  cesa,  sctonpt  Co  Identify  cbe  cesc 
icsa  by  frequency  end  cost  signal. 

(3)  Obcaln  bearing  and  S level  aeasuremencs  on  the  test  icaa 
under  aa-iaasalng  conditions. 

(4)  Record  data  for  each  attempt,  including  frequency,  signal 
level,  bearing,  time,  and  pertinent  operational  notes. 

(5)  On  directional -type  test  Items,  follow  a test  comparable 
to  the  steps  in  paragraph  b above  with  the  following  exceptions: 

(a)  Rotate  the  test  link  transmitter  (TIT)  antenna  or 
complete  unit  in  discrete  steps  from  0*  to  130*  with  respect  to  the  DF 
equipment  location  while  main tala lag  the  original  (TLT-7R)  elevation 
angle . 


(b)  Vita  Che  TLT,  transmit  normal  signals  on  the  test 
frequency  for  prescribed  tine  periods. 

(c)  Perform  the  intercept,  D? , and  signal  level  measure- 
ment operations  as  described  above. 

3.2.4  Data  Required.  Record  Che  following: 

a.  Active  SCi  Test  Data.  Record  test  data  developed  at  each  test 
element , e.g. , TLX,  TR,  RCM-EG,  in  a form  and  format  compatible  with  the 
nature  of  the  activity  and  configuration  of  the  test.  For  all  test  data, 
incorporate  a real-time  or  facility  time  code  for  subsequent  data  correla 
cion  and  reduction.  Data  items  shall  include  but  not  be  limited  to— 


(1)  Topological  diagramCs)  of  field  test  layout  showing  dis- 
tances and  positions  of  cesc  elements  for  each  cast  condition.  For  air- 
borne tests,  complementary  data  shall  include  aircraft  attitude  and  radar 
space  position  of  flight  path,  altitude,  in-flight  data  points,  and  cine 
references. 


(2) 

Terrain  profile  diagram. 

or  descriptive  data. 

(3) 

Test  item  identification 

and 

characteristics . 

(4) 

Test  frequencies  of  the 

test 

item  and  ECH-iG. 

(3) 

Test  Itun  modes. 

(6) 

FCi-FG  modes. 

(7) 

TLT  signal  levels  at  7R-cleer 

channel,  at  all 

cies,  cesc  link  modes,  ranges,  and  orientations. 
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(3)  ECM-EG  signal  levels  at  VP.  at  all  test  frequencies,  modes, 
ranges,  and  orientations. 

(9)  VR  output  score  or  percent  correct  system  operation  at 
each  combination  or  frequency;  test  link  signal  level,  range,  orienta- 
tion, and  mode;  and  ECM  signal  level,  range,  and  mode, 

(10)  ECCli  techniques — narrative  description  '^rich  supporting 
data,  to  include — 

(a) 

(b) 

(c) 

(11)  i7eathar  conditions — each  test  phase/location. 

b.  Passive  ic-l  Test  Dat.o.  lecocd  data  on  a tabular  log-type  form 
listing  intercepc/DF  attempts  tn  chronological  order  and  include — 

(1)  Location  of  intercept/O?  team  (map  coordinates) 

(2)  weather  conditions 

(3)  Tima  and  incer'/ai  of  each  attempt 

(4)  Intercepted  signal 

(a)  Frequency  (Hz) 

(b)  Field  strength  (pV/m) 

(c)  Bearing  (degrees/TlI) 

(d)  Identiiication/characteristics/raadability 

(e)  Spectrum  analyzer  photographs  and  tape  recordings  if 

available . 

5,2,5  -Inalytlcal  Plan. 

a-  Reduce  and  correlate  the  raw  data  items  by  manual  and  automatic 
data  processing  methods  as  appropriate  for  each  test  condition.  Ejcamples 
are  as  follows: 

(1)  Combine  longhand  tabular  data  into  tables  presenting  pa- 
rameter values  for  each  test  condition.  Expedite  this  process  by  trans- 
ferring the  raw  data  to  computer  cards,  which  are  then  processed  to  pro- 
duce the  data  in  any  combination  of  parameters  in  printed  tabular  form. 


Prevailing  test  condition (s) . 
Significant  parameter  values. 
Degree  of  performance  improvement. 


16 
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(2)  laccxprsc,  scale,  asd  tiae-correlata  magnetic  tape  record- 
ings, oscillograph  recordings,  and  photographs  of  airborne  test  ices  ! 

operation.  Reduce  the  resulting  data  to  tabular  form  comparable  to  (1) 

above. 

(3)  Convert  J and  S levels  to  equivalent  distances  with  con- 
sideration of  the  actual  distances  and  propagation  factors  employed. 

(4)  Convert  airborne  victim  space  position  data  to  air-ground 

slant  ranges  (distances)  at  the  prescribed  points  in  time.  ' 

(5)  Compute  J/S  values  for  each  test  condition.  1 

i 

b.  Assemble  and  group  reduced  data  to  present  the  most  significant 
relationships  vhich  will  lead  to  a comprehensive  evaluation  of  the  test 
item's  SCI  '/ulner ability.  S;cpra33  system  or  equipment  performance  (per- 
formance inder)  in  terms  appropriate  to  the  type  of  cast  item;  for  ex- 
ample, analog  communication  systems  in  kS  and  digital  coaaunicaclon 
systems  in  3ER;  noncommunication  systems,  generally,  in  percent  normal 
system  performance,  ranging  from  usable  (100)  to  unusable  (0);  or  simply 
"go,"  "no-go"  for  systems  having  bistable  output  characteristics.  The 
applicable  performance  index  shall  be  clearly  defined  in  supporting  nar- 
rative. 

6 . DATA  REDACTION  .AND  ?R25CTT.ATI0tT.  ' 

Reduce,  present,  and  analyze  the  data  as  indicated  in  paragraphs 
3. 1.1. 4,  5. 1.2. 4,  and  5.2.4.  A sample  test  data  form  is  included  as  ap- 
^pendix  A. 


i 
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Recoanaended  changes  to  this  publication  should  be  forwarded 
to  Commander,  U.  3.  .Army  Test  and  Evaluation  Command,  AITN: 
DRSTE-AD-M,  Aberdeen  Proving  Ground,  MD  21005.  Technical  in- 
formation related  to  this  publication  may  be  obtained  from 
Che  preparing  activity  (G.  S.  Army  Electronic  Proving  Ground, 
.ATTN:  3TTZ?->£T-H,  Fort  Huachuca , A2  35613).  .Additional 
copies  of  this  docianent  are  available  from  the  Oexense  Doc- 
umentation Canter,  Cameron  Station,  Alexandria , 7A  22314. 

This  document  is  identified  by  the  accession  number  (AO  No.) 
printed  on  the  first  page. 
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*Euter  ucurca,  l.e.,  perforuiaaca  indax  or  percenl  correct  Inforiuatton  transfer 
applicable,  bit  error  count. 
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APPEiffii:  a 

CHECKLIST 


1.  FACHITIES  Aim  OSTBUMESTAIION 

Which  faciliclcs  ar«  raqulrad  for  ch«  cast?  FWS 

SSF 

^SF 

WSESS 

TF 

SIFM 

Axa  chess  faciliCiss  schedtiled  for  use? 

2.  PSEPABATICN  FOR  TEST 

Is  all  aquipmenc  available? 

Is  the  actuipaenc  vlchla  calibracioo  liaics?  _ 

Ara  case  precaduras  availabla? 

Is  softvare  availabla? 

Has  an  operacloos  check  on  the  case  lean  been  perfomed? 
Sava  final  acrangeaencs  for  facilicias,  acc.,  been  made? 
Are  manuals  available? 

Have  case  personnel  been  briafad? 

Is  Che  approprlace  cast  bed  availabla?  _______  Approved? 

Has  the  threac  been  decermined? 

Have  case  paraaecers  been  decemiced? 

Are  daca  sheecs  available? 

Have  electronic  councer-counteraeasures  (ECCM)  mschods 
been  decarmined? 

Has  Che  scoring  mechod  been  deteralaed? 

Is  a mobile  £Gi-SG  van  needed? 

Is  Che  field  case  geoaecry  laid  ouc? 

Has  a frequency  authorization  been  obtained? 

Have  variances  in  case  parameters  been  determined? 

Is  the  keying  sequence  iaporcant? 

Have  signal  levels  and  frequencies  been  decarmined? 

3.  PERFORMAilCE  TESTS 

rws 

Have  potentially  eff active  jamming  modid.acions  been 
decarmined? 

What  is  Che  performance  indicator?  (AI,  AS,  3ER,  other) 

Ara  cape  recordings  needed?  Labeled? 

Have  all  daca  been  recorded? 

Have  all  plots  been  made? 

Have  all  phocographs  been  made?  _____  Labeled? 

Are  Che  daca  in  a formac  usable  by  a computer? 
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le  the  range  radar  scheduled? 

Is  on-elca  coordination  established? 

Is  ins cruaenta cion  on  board? 

Are  all  data  recorded? 

Are  all  coordination  details  for  data  reduction  recorded? 
Have  range  radar  and  OF  operators  been  debriefed? 

4.  A21ALYSIS 

Is  Che  correct  test  bed  being  used? 

Is  Che  correct  corspucer  nodel  being  used? 

Is  Che  computer  output  in  a format  usable  for  analysis? 
Are  all  threat  equipments  being  considered? 

Are  all  raw  data  reduced? 

Is  analysis  output  format  usable  by  the  customer?  - 
Were  any  additional  findings  discovered  during  tasting? 
Have  objectives  and  criteria  of  cast  been  answered? 
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APPEOTIS  C 

ELZCTROMAGHETIC  ENVIRONMEirm.  TEST  FACHITT 
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1.0  DESCRIPTION  OP  THE  PtSTP-UMEyiSD  WORKSHOP. 


Th*  ZnstrtsBwncad  Uorkahop  (IVS)  of  che  Elactromagsetlc  Envlronmen cal 
Tasc  Facilicy  pcovidas  ch«  capabllicy  of  cesciag  millcary,  crypcographic, 
and  conourclal  coastunlcaciona  edulpoanc  parforaanca  undar  praclaaly  con- 
croUad  laboratory  conditions . Tvo  ganaral  types  of  casts  ara  parf orsed: 
parai&atar  casts  and  link  casts.  To  ensure  accurate,  rapaacabla  rasults, 
calibration  casts  ara  also  regularly  parforoad  on  the  aqulpaanc  being 
evaluated. 


Parafflacar  cases  are  used  co  dataralna  chose  aqulpmanc  operating  char- 
accarlsclcs  vhlch  affect  aqulpmanc  parfotsance.  These  data  are  used  el- 
tfaar  as  input  co  che  .AxialyCickl  Facility  or  as  an  and  item  co  be  furnished 
to  che  sponsoring  agency. 

Link  easts  are  conducted  co  aeasure  system  perfomance  in  a rigidly 
controlled  elcceromagnecic  environment.  The  casts,  provide  data  on  che  par- 
fomance  of  cotmsunicacions-aleccroalcs  equipment  exposed  co  che  specific 
types  of  accidencal  and  intencional  incerferenca  fotmd  in  operational  con- 
dlcions.  vTnen  che  performance  of  electronic  counceraeasures  equipment  is 
reassured,  che  effaces  of  Jamming  on  links  having  known  characceriscics 
can  be  accurately  established. 

The  IVS  contains  three  separata  ease  links,  each  capable  of  being  con- 
trolled by  che  Automatic  Data  Collacclon  System.  In  addicion,  che  Voice 
Interferahca  Analysis  System  and  che  Digital  Scoring  System  ara  available 
for  scoring  case  link  performance.  (The  term  "scoring"  numerically  relates 
equipment  perforaanca  Co  operator  performance  for  use  in  subsequent  analy- 
sis programs . ) 

As  an  example  of  a link  cast,  a cransmictar  and  receiver  co  be  tested 
ara  placed  la  separata  shielded  enclosures,  and  an  R?  link  is  escablisbcd 
through  a coaxial  cable  and  appropriate  atcenuacors.  A second  cransmitcer- 
or  ocher  source  of  interference-located  in  a third  enclosure  is  used  as  a 
controlled  incerferer.  Depending  upon  the  individual  task  raquirements, 
che  interference  may  represent  electrical  noise  within  the  equipment,  ocher 
traffic  on  che  same  or  nearby  channels,  or  j aiming. 

The  recalver  output  is  then  scored  by  an  appropriate  device— the  Voice 


Incarference  Analysis  System  in  the  case  of  analog  voice  communications  j 

equipment  or  che  Digital  Scoring  System  in  che  case  of  digital  communlca- 
' tions  systems.  When  cransTEdssions  ara  co  be  scored  in  che  Scoring  Facil-  I 

icy,  the  cransmictar  is  modulated  by  a phonacically  balanced  word  tape,  | 

and  che  receiver  output  la  recorded  on  this  cape  tor  later  playback  at  che  1 

facility.  I 


1 
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1.1  DSSCRIPTIQN  of  digital  scoring ■ SYSTZM  (Part  of  TwS) . 

Th«  Digital  Scoring  Svscen  (DSS)  consists  of  clir'»9  f’aslc  units  irt  — 
graced  into  a unified  system. 

The  reoocs  unit,  which  contains  sloe  identical  independent  data  chan- 
nels, receives  the  digital  data  from  the  sensors  connected  to  the  device 
under  test.  Either  serial  or  parallel  data  can  be  accepted  by  the  remote 
unit.  Logic  levels  up  to  tlOO  volts  can  be  detected  without  significant 
loading  of  the  system  under  test.  Any  time  delay  berween  the  various  test 
points  is  resolved  by  the  remote  unit.  The  detected  digital  data  are  trans- 
mitted serially  through  an  optical  isolator  to  the  central  unit  at  low  bit 
rates.  At  high  bit  races,  the  data  are  serially  transmitted  directly  to 
the  central  unit. 

The  central  unit  also  contains  six  identical  independent  data  chan- 
nels. In  the  central  unit,  data  are  accepted  from  the  remote  unit  and 
assembled  into  16-bic  parallel  words  for  input  to  the  control  unit.  This 
'unit  serves  as  the  input  formatter  for  the  control  unit  and  creates  inter- 
nally ail  signals  necessary  for  correct  transfer  of  the  digital  data  to 
the  control  unit  memory. 

The  control  unit  performs  the  actual  comparisons  berween  the  speci- 
fied pairs  of  digital  data  channels.  The  control  unit  consists  of  a gen- 
eral-purpose scored-program  minicomputer  with  six  identical  independent 
parallel  data  input  channels  e<^uipped  with  block  transfer  adapters.  The 
block  transfer  adapters  allow  the  system  to  achieve  maximum  data  input 
rates. 

Comparison  of  the  bits  received  by  the  varioxis  data  channels  is  ac- 
complished under  Che  control  of  the  DSS  31t  Comparison  Program.  Each  pair 
of  channels  is  compared  separately.  Any  error  found  results  in  the  execu- 
tion of  a special  error  analysis  routine  within  the  main  program.  An  er- 
ror is  classified  according  to  length.  Single  bit  errors  are  counted  sep- 
arately. .-^y  string  of  bits  in  error  is  placed  in  one  of  these  rwo  error 
categories  and  cotinced  accordingly.  A running  total  is  kept  for  each  er- 
ror category.  Ac  cha  conclusion  of  the  cast  run,  the  totals  for  each  type 
of  error  are  printed  on  a Talacype  printer. 

The  DSS  Bit  Comparison  Program  processes  data  from  the  cast  link  in 
real  time.  Data  are  read  into  memory  in  blocks  and  two  memory  blocks  are 
assigned  to  each  active  data  input  channel.  As  soon  as  a block  is  filled 
for  all  active  channels,  processing  begins,  ^.^ile  one  set  of  data  blacks 
Is  being  compared,  the  block  transfer  devices  on  cha  input  channels  are 
filling  the  alcamace  data  blocks  for  each  input  channel.  If  the  data  in- 
put race  exceeds  the  speed  at  which  the  data  can  be  processed,  a message 
is  printed  on  the  caiecypewricar  and  processing  is  caralnacad.  The  actual 
data  processing  speed  will  vary  depending  on  the  number  of  pairs  of  chan- 
cels being  compared,  the  data  input  rate  of  the  link  under  test,  and  the 
niaafaer  of  errors  found. 
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1.2  DESCRIPTION  OF  THE  APTOMAnC  DATA  COLLECTION  SYSrjli 

(Part  of 

Th«  ADCS  aucooaces  oany  of  cha  fiinctlons  which  occur  during  link 
casting  of  coasunlcatlons  aqulpoant^  In  so  doing,  cha  tloa  laqulxad  to 
perform  a particiiiax  set  of  link  casts  is  reduced  significantly,  cast 
repeatability  is  ispro'^ed,  and  errors  associated  with  manual  data  caking 
are  elioinaced.  Output  from  che  system  is  available  in  the  form  of  caa- 
era-raady  printout  and,  when  desired,  as  nagneclc  cape  recordings  which 
are  then  scored  by  e rained  listeners  in  che  Scoring  Facility. 

The  ADCS  is  a cocally  self-calib racing , s el f-moni coring  case  control 
system.  As  one  of  its  unique  features,  che  system  concinuously  compares 
all  paramecers  of  che  cesc  secup  againsc  allowable  variacions.  If  an  un- 
accepcable  variacion  were  co  occur,  che  system  would  halt  che  case  and 
provide  informacion  co  che  cesc  operator  for  action. 

The  primary  eleaencs  of  che  aucomaced  link  are  Che  test  console  and 
che  aucomacic  speccr’jm  analyzer.  The  aucomacic  speccrum  analyzer  makes 
all  frequency  and  power  measuramencs  for  an  aucomaced  test -link.-  The  auco- 
macic spectrum  analyzer  contains  a digital  computer,  a control  console, 
and  a case  equipment  rack.  The  control  console  will  accept  up  co  chree 
Cape  cassectas  containing  che  concrol  prograr.  Ic  can  be  operaced  from 
standard  library  programs,  from  programs  which  have  been  adapted  from 
standard  programs,  or  from  special-purpose  prograias  which  have  been  en- 
tered foanually.  A keyboard  and  video  display  enable  che  operacor  co  com- 
municace  wich  che  computer. 

After  che  operator  has  entered  che  control  program  and  such  optional 
data  and  cast  paramecers  as  desired,  che  aucomacic  spectrum  analyzer  func- 
tions aucomacically . The  case  operacor  chereafeer  controls  che  cesc  ac 
che  case  link  console.  The  Teletype  located  near  che  test  console  prints 
out  all  system  alarms,  requests  for  new  dace,  revised  equipment  settings, 
etc. 


When  artic’olation  scoring  of  che  cesc  link  is  required,  e phoneti- 
cally balanced  word  cape  and  an  output  cape  are  loaded  on  che  cape  re- 
corder. The  aucomacic  spectrum  analyzer  is  programed  co  operaca  the  word 
Cape  aucomacically,  and  che  receiver  output  is  recorded  for  lacar  scoring 
in  che  Scoring  Facility, 

Three  cocally  different  cypes  of  cests  can  be  run  sequentially  on  a 
block  time-sharing  system  by  the  aDCS. 
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1.3  VOICS  IHTSSTEREMCS  ANALYSIS  SYSlZa  ^i-art:  ot  FwS) . 
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The  Volca  Interference  Analysis  Syscea  (VIA3)  provides  an  automated 
means  of  scoring  analog  (voice)  coTsaunlcatlons  links  by  electronic  mea- 
surement techniques.  The  output  of  Che  VLAS  Is  a numerical  value  called 
articulation  index.  The  articulation  Index  Is  directly  correlatable  to 
Che  articulacljn  scores  obtained  by  trained  listeners  in  Che  Scoring  Fa- 
cility. 

The  VLAS  consists  of  seven  voice  analyzer  sets,  a self-check  signal 
generator,  a cest  sig;nal  generator,  a patch  panel,  a dlgical  voltmeter, 
and  associated  amplifiers  and  power  supplies. 

In  Che  VLAS  method  of  computation,  Che  speech  frequency  spectra  be- 
tween 200  and  6100  Hz  are  divided  into  14  bands.  The  sigaal-co-noise 
ratio  (S/N)  in  each  band  is  determined.  This  ratio' is  expressed  loga- 
rithmically on  a scale  where  unity  (fully  contributing  to  speech  intel- 
ligibility) corresponds  to  an  S/N  of  13  dS.  Ratios  above  or  below  these 
values  are  raced  as  unity  or  zero,  respectively.  The  individual  band 
concrlbuclons  are  summed  and  divided  by  14.  The  result  is  the  articula- 
tion index.  Speech  power  in  any  given  band  contributes  after  calibration 
as  much  to  the  total  articulation  index  as  the  speech  power  in  any  other 
band.  The  bandwidth  of  each  of  the  14  bands  is  carefully  chosen  to  per- 
mit the  articulation  index  calculation  to  be  made. 

No  speech  is  actually  transmitted  in  Che  VLAS.  Instead,  a modulated 
pilot  cone  located  near  the  peak  of  Che  normal  speech  spectrum  is  used  to 
provide  a reference  level.  Because  the  shape  of  Che  speech  spectrum  is 
known,  the  levels  of  speech  can  be  directly  inferred  for  the  machine  cal- 
culation. 

Initially,  Che  set  level  cone  (an  'onmodulacad  950-az  cone)  is  ad- 
justed to  the  audio  level  at  the  input  to  the  cransmicter-co-receiver , 
voice-modulatad  radio  link  under  test.  The  standard  VLAS  cest  signal  is 
then  applied  for  -yscem  measurement.  The  operate  signal,  a 950-H2  cone 
triangularly  amplitude  modulated  at  5 Hz,  modulates  Che  cransmiccar.  The 
average  output  level  of  the  operating  waveform  corresponds  to  the  average 
power  of  the  speech  waveform.  The  output  voltage  of  a receiver  under  test 
includes  components  of  the  pilot  tone  which  represent  the  speech  output 
and  noise  components  related  to  the  interference. 

A filter  Chen  separates  the  pilot  tone  components  from  Che  noise  com- 
ponents. The  tone  provides  a slowly  varying  direct  current  which  controls 
the  gain  of  the  log  amplifier.  Since  the  950-Hz  pilot  tone  has  been  re- 
moved by  filtering,  the  actual  output  of  the  log  amplifier  is  the  noise 
component  of  the  received  signal.  The  gain  of  the  amplifier  is  being  con- 
trolled by  Che  950-Hz  reference,  and  therefore  the  noise  amplitude  is  pro- 
potcional  to  the  signal-co-ooise  ratio.. 
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IWo  flluplng  oactrorics  lh«  t.r«qu«&c>'  il«<:^lbubIoa  of  i.u 

« oaanar  l2tv«rs«ly  proportional  to  ch«  machod  uaad  with  cha  nomal  spaacb 
•paetrim.  Ihua,  at  chij  point  in  the  aystea,  cha  noiaa  spactrua  lavai  at 
any  fraquancy  is  aiada  proportional  to  cha  noise-co-apaech  ratio  for  cha 
saaa  fraquancy  at  cha  input  co  cha  syacam  undar  cast. 
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2.0  DSscaiPTics  or  tz:  spictrom  2i:r^ikT^:,z  pachitt. 

Th«  Sp«ctrum  Signacur*  Facility  provides  oeasuraments  'if  C-s; 
atenc  cbazacteriscics.  These  aeastirement  data  include  detailed  character- 
istics of  transaitters,  receivers,  and  antennas,  all  of  which  can  be 
obtained  at  all  appropriate  points  in  the  equipment  life  cycle. 

UaasTixaaMnc  capabilities  include  a fixed  laboratory  with  screen  en- 
closures and  axsblle  (van-type)  laboratories  for  field  woric.  Both  the 
fixed  and  mobile  facilities  are  equipped  as  needed  to  perform  all  spec- 
trum signature  and  specialised  data  tseasurements  under  either  closed-sys- 
tem or  open-field  conditions.  The  mobile  laboratories  Include  a high- 
pover  signal  source  (a  modified  AN/MSM-63) , which  performs  such  types  of 
antenna  measurements  as  close  coupling,  gain,  and  beamwidths,  and  also 
performs  high-pover  affects  tests  on  equipment  and  systems. 


Data  are  obtained  on  such  receiver  characteristics  as— 


Sensitivity 

Selectivity 

Spurious  Response 

Overall  Sosceptibilicy 

Intermodulatlon 

Adjacent  Signal  Interference 


Pulse  and  CV  Desensitization 
Dynamic  Range 
Oscillator  Radiation 
Audio  Selectivity 
Discriminator  Bandwidth 


Typical  transmitter  data  include— 


Power  Output 

Emission  Spectrum  Characteristics 
Modulation  Characteristics 
Intermodulatlon 
Modulator  Bandwidth 
Carrier  Frequency  Stability 


These  data  may  be  used  as  input  to  Che  SIZM  computer  models  and  as 
basic  data  for  EMET?  and  sponsor  development  programs- 
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3.0  DESC3JPTI0N  OF  THE  SCORING  FACILITY. 
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This  unl4a«  faclll../  Aiuibles  us  to  cousidsi:  wiia  humsii  ot<«rucor  and 
his  rasponsas  Co  aqulpmanc  operating  characcerlsclcs.  Listener  subjects, 
tmder  the  supervision  of  a cast  controller,  listen  to  recordings  of  a 
specially  selected  group  of  phonetically  balanced  vords  oljcad  vlth  Inter- 
fering signals.  Their  responses  provide  scores  for  analysis  by  the  spon- 
soring agency  or  for  input  co  the  Envlronaental  Interference  Effects  Model. 

The  Scoring  Facility  consists  of  cvo  eight-position  listener  facili- 
ties: one  fixed  and  one  mobile.  The  mobile  (van-type)  facility  is  partic- 
ularly useful  in  scoring  communications  equipment  when  specially  trained 
listeners  are  available  only  at  the  sponsoring  agency's  location.  Each 
facility  is  acoustically  Insulated  and  contains  appropriate  high  fidelity 
tape  reproducers  and  headsets.  The  listener  stations  are  fitted  with  con- 
soles containing  50  pushbuttons,  each  representing  a test  vord. 

During  testing,  the  tape-recorded  material  (in  the  form  of  spolcen  test 
words,  or  "carrier  phrases"  containing  the  test  words,  which  have  been 
mixed  with  interfering  signals)  is  presented  to  each  listener,  who  presses 
the  pushbutton  next  to  the  test  word  he  thinks  ha  hears.  A forced-choice 
mode  of  operation  demands  a response  from  each  listener  for  each  test  word, 
even  if  it  is  only  a guess,  by  holding  up  the  next  test  word  or  phrase  un- 
til all  listeners  have  responded. 

Performance  is  measured  through  use  of  an  articulation  score  (AS) , 
which  is  a measure  of  the  percentage  of  phonetically  balanced  words  in  a 
test  message  correctly  rscaived  by  a team  of  trained  listeners.  These  re- 
sponses are  automatically  scored  by  automated  equipment  associated  with 
the  Scoring  Facility.  Voice  communications  equlpmsnt  being  scored  auto- 
metlcally  by  the  Voice  Interference  Analysis  System  (VIAS) — part  of  the 
Instrumented  Workshop— requires  correlation  between  the  results  of  htsaan 
scoring  (articulation  score)  and  VIAS  scoring  (articulaclon  index) . 

Hinaan  factors  are  carefully  considered  in  the  selection  and  training 
of  Listener  taams.  Audiometer  tests  eliminate  subjects  having  undesirable 
hearing  characteristics.  During  a 3-week  training  period,  the  listener 
reams  are  trained  on  a series  of  42  tapes  for  which  standardlaed  scores 
exist.  Thus,  as  the  teams  learn  scoring  techniques,  they  era  also  "cali- 
bratsd." 

During  subsequent  scoring  programs,  the  tasms  are  periodically  retested 
on  a ao-notlca  basis  with  standardized  tapes  to  ensure  conslstant  results 
and  to  account  for  "learning  curve"  affects.  Each  taam  is  used  for  only  a 
Halted  time,  after  which  the  individual  members  are  not  used  for  at  least 
a year.  This  further  eliminates  any  possiblHcy  of  undesirable  bias  in 
resTilts  caused  by  team  mamberr  memorizing  test  word  lists. 
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4,0  DESCRIPTION  07  THE  WEAPON  S7STEM  ELECTROMAGNETIC  SN^CNMEDIT 

5Il!flJLAl'0& 

Th2  System  Electrcs^gsetiw  EavlJu.uwi^w  SLauI^cot  (WSEES)  was 

developed  to  enable  concroUad  and  repeatable  testing  of  radars  and  weapon 
systems  in  closed-link  configurations  similar  in  concept  to  communlcatlona 
testing. 

The  NSEES  has  the  capability  of  simulating  under  precise  control  du- 
plicates of  radio  frequency  (RE)  signals  which  are  representative  of  chose 
found  In  the  real  world  and  would  be  associated  with  shell  and  mortar  crack- 
ing, air  defense,  artillery,  and  combat  surveillance  radars  and  any  ocher 
RE  signal  within  the  frequency  range  2-13  GHr.  These  signals  include  pulse; 
continuous  wave.  (CV) ; both  pulse  and  CV  doppler;  pulse  burst  pattern:  chirp; 
and  pulse,  CV,  and  swept  Jamming.  Up  to  32  different  pulse  signals  can  be 
simulated  at  any  one  time.  These  signals  may  be  ccabined  into  a single 
output  or  individually  distributed  to  any  of  12  separate  outputs. 

Control  information  is  provided  to  the  digital  interface  by  the  man- 
ual input  device,  the  raai-ciae  controller,  or  the  cape  units.  The  digi- 
tal interface  scores  control  information  on  as  many  as  32  emitters  and 
passes  these  data  on  to  the  RE  generators  when  needed.  Digital  control 
information  is  also  provided  to  the  power  and  pulse  controller  and  the 
remote  output  signal  control.  The  combination  of  these  three  elements 
produces  RE  signals  with  the  desired  frequency,  amplitude,  end  time  and 
pulse  characteristics,  switched  Co  the  proper  output  port. 

Future  weapon  systems  may  have  a multiple  reaction  capability.  They 
will  be  able  to  adapt  to  interference  or  Jamming  by  changing  frequencies 
and  control  modes  and  ocher  electronic  countar-countermeasures  (ECCM) 
techniques.  To  permit  rapid  testing  of  these  advanced  systems,  a real- 
time controller  and  a staerable  platform  are  incorporated  in  the  "^SEES. 

The  real-time  controller  operates  in  a feedback  loop  with  the  system 
under  test.  In  its  normal  mode  of  operation,  the  WSEES  generates  a signal 
environment  as  commanded  by  precalculated  capes  for  Che  operational  situ- 
ation being  simulated.  When  the  operational  mode  for  Che  system  under 
test  changes , the  real-time  controller  senses  this  change  and  altars,  as 
appropriate,  the  signals  being  generated.  To  accomplish  Che  signal  changes 
or  imsdlflcaclons  required,  the  real-time  controller  must  not  only  sense 
Chat  a change  in  the  operational  situation  has  occurred,  but  also  adjust 
Che  signals  to  reflect  the  chan.  . 

The  steerable  placfoim  permits  simulation  and  control  of  the  spatial 
position  of  a missile-  The  real-time  controller  (by  monitoring  the  sig- 
nals CO  the  missile  control  surfaces  in  respect  to  the  calculated  space 
position  and  speed  of  the  misaila)  can  change  signal  simulation  and  steer- 
able platform  parameters  to  reflect  changes  in  missile  position. 

The  basic  characteristics  of  the  RE  signal-generating  capability  of 
the  WSEES  are  indicated  in  figure  4. 
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3.0  DESCaiPTIOH  OF  TSE  FIELD  FACILITT. 

Th*  Fl«ld  Facility  has  access  Co  an  area  approxlatacely  40  miles  by 
60  alias  co  condu-c  al«w  eavlronnestal  cescs  under  concrolled 

condlclons  vhlla  retaining  the  principal  elements  of  operational  realism. 
The  area  Is  sparsely  populated  and  Is  shielded  from  the  urban  areas  of 
Phoenix  and  Tucson,  .^Ixona,  by  mountain  ranges.  Other  populated  areas 
are  sufficiently  distant  to  avoid  appreciable  electromagnetic  interference. 

Mobile  test  Instrumentation  and  a locale  vlch  a year-round,  near-per- 
fect cllmace  permit  the  deployment  of  typical  .\rmy  systems,  subsystems, 
and  equipment  in  accordance  with  the  situation  being  analysed.  Testing 
capabilities  include  coslCa  interference  evaluations,  open-field  emission 
tests,  and  susceptiblllCy  measurements.  The  Field  Facility  also  provides 
realistic  field  condlclons  for  acquiring  empirical  data  in  support  of  com- 
puterised analysis. 
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Th«  Library  of  Coaautar  Prograaia  of  chc  EUET?  provldas  eha  capablllcy 
wf  coQv-war  j.LMulmi.Auu  «u«i  analysis  of  cha  slaccroaagnsclc  snvlrosaaae . 
Saprasancaclva  coopucar  aodals  are— 

a.  The  Szrylroaaantal  Incarfaranca  Effaces  Modal  (EIZM)  Is  a group 

of  analytic  reuelnas  daslgsad  Co  predict  eba  parforsanca  of  comunl caclons- 
alactxonlcs  (C-E)  equlpoants  In  tactical  alllcary  deployments.  Tba  daploy- 
oant  of  mllieary  C-S  aqulpmancs  In  a cacclcal  slctiaClon  Is  called  a cast 
bad  and  provldas  the  location,  aaccing,  and  aqulpmant  employed.  Tba  EI£2i 
ptovldas  a methodology  for  the  following: 

(1)  CotnanmleablllCv  - 3ov  well  commnlcaclons  llnlcs  parfoira, 
considering  only  atmospheric  noise. 

(2)  Comoatlblliev  - How  wall  communications  links  perform  with 
unintentional  Incarfaranca  from  ocher  spectrum  users. 

(3)  Vulnerability  - How  well  communicaclons  links  perform  under 
conditions  of  intentional  jamming. 

(4)  Inter cen clblllcv  - How  well  intercept  systems  (friendly  or 
enemy)  receive  opposing  forces  C-E  signals. 

(5)  Total  electromagnetic  eompacibility  (EMC)  - How  well  com- 
munications links  perform  with  the  total  Interfering  environment. 

b.  The  Electromagnetic  Radiation  (EMR)  Model  is  used  to  determine 
electromagnetic  radiation  levels  at  specific  sices  in  a deployment  of  C-S 
equipment.  It  provides  maximum  levels  of  field  strength  sorted  by  fre- 
quency band  and  modulation  type.  Frequency  bands  can  be  specified  as 
input  data  and  can  be  any  width.  The  modal  can  also  be  used  in  a form 
which  finds  any  signal  exceeding  threshold  levels  specified  for  each  band 
and  Identifies  the  source  of  the  signal. 

c.  The  Spectrum  Integration  Model  is  used  to  provide  calculated 
scoring  data  for  input  to  other  incarferanca  identification  schemes.  The 
Spectrum  Integration  Modal  uses  measurad  or  predictad  transmlCtar  amis- 
sion spectrum  and  receiver  selectlv.Cy  curves  as  input  and  performs  a con- 
volution integral  to  provide  Che  calculated  scoring  data. 


C-12 


12  S^QCanbar  197? 


AP7E20IZ  0 

SCORING  OF  70ICE  COMMDNICAXIONS  EQOIPMEST 


TOP  6-2-508 


Th«  dacaraloatlon  of  che  parforwanca  of  a volca  comunleaclona  Link 
raqtiiraa  cba  avaluatlon  (acorlng)  of  Che  audio  oucpuc  of  cha  Uaic  usdar 
condlclona  of  contxoUad  lacarf ara&ca.  Thla  la  accomplished  by  monlcor- 
ing  Cha.  audio  oucpuc  co  decaimlsa  cha  efface  of  varloxxs  slgnal-co-incer- 
farenca  caCios  (S/I)  on  cha  quail ey  of  chls  oucpuc.  Tvo  cypes  of  scoring 
are  generally  used  for  chls  cypa  of  analysis:  cha  arclculaclon  index 
(AI),  which  is  a numerical  oucpuc  from  an  eleccronlc  voice  analyzer;  and 
cha  arclculaclon  score  (AS),  which  Is  decarmlned  by  a human  operator. 

AI  Is  a derived  measure  of  incelllglbilicy  for  analog  systems  based 
on  weighted  S/I  in  several  audio  frequency  bands  of  equal  incelllglbilicy 
concrlbutlon.  AI  is  measvirsd  by  means  of  an  electronic  voice  analyzer 
chat  outputs  a score  from  0 co  1.0  as  a measure  of  che  quality  of  a test 
cone  sent  over  che  test  Link.  If  no  degradation  to  cha  test  cone  exists, 
cha  analyzer  assigns  an  .AI  of  1.0;  if  che  cest  cone  is  complecely  masked 
by  interference,  che  analyzer  assigns  an  AI  of  0.  The  AI,  monitored  and 
recorded  during  che  conduct  of  che  test,  becomes  a record  of  the  effect 
of  each  interference  condition  on  che  analog  voice  link. 

The  AS  is  a measure  of  che  percentage  of  phonetically  balanced  words 
in  a test  message  correctly  interpreced  by  a team  of  trained  Listeners. 

In  practice,  team  members  listen  and  respond  Co  recordings  of  the  cest 
message  derived  from  che  output  of  an  analog  or  digital  voice  Cest  link 
into  which  interference  has  been  interjected.  Team  subjects  are  screened 
CO  eliminate  chose  whose  hearing  characteristics  are  aonrepresentaclve 
of  che  norm  and  trained  on  a series  of  cape  message  for  which  standardized 
scores  exist.  The  purpose  of  this  training  is  co  "calibrate"  the  response 
of  each  team  member.  Phonetically  balanced  words  are  used  to  the  cest 
message  so  as  co  be  representative  of  English  language  sounds.  The  cest 
message,  consisting  of  word-group  recordings,  each  containing  50  mono- 
syllabic words  per  group  mixed  with  interfering  signals,  is  played  co  the 
listeners  and  their  response  is  observed.  Upon  hearing  a word,  each  ils- 
taner  and  cheir  response  is  ofasarved.  Upon  hearing  a word,  each  listener 
presses  a button  on  his  console  corrasponding  co  che  word  he  he 

hears.  After  all  isceners  have  responded,  the  responses  are  automatically 
scored  by  automated  equipment.  The  final  result  is  the  AS.  The  system 
Insures  against  che  memorizing  of  word  lists  by  using  each  cess  member  for 
only  short  periods  of  time  with  at  least  a year  between  each  period  of 
duty.  The  system  provides  for  the  evaluation  of  cast  linig.<  under  closed- 
link  conditions  in  a workshop,  or  recordings  taken  at  remote  sites  'jndar 
field  conditions  may  be  evaluated  at  che  listener  facility. 

For  cownunicaclons  equipment  that  has  ao  previous  testing  history, 
it  may  be  necessary  co  establish  a correlation  berween  che  AI  and  .AS  val- 
ues. This  correlation  provides  a check  of  che  performance  of  che  equip- 
ment, in  terms  of  effect  on  a human  operator's  understanding,  at  various 
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AI  and  S/I  levals.  To  acconpilah.  this,  cape  recordings  ac  specific  S/I 
1— *13  are  scored  by  listener  Cesas  co  obtain  cbe  corresponding  AS  values. 
Ic  has  been  found  chac  an  AI  score  of  0.3  generally  represents  50-percenc 
Intalllglblllcy  (AS),  and  an  AI  score  of  0.7  represents  a signal  chac  Is 
nearly  100  percent  Intelligible. 
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Barraga  Jaaning  - Tba  stoulcanaous  jaanslng  of  a auabar  of  adjacaat  chaa- 
aal.  fracluaaclas. 

Bura-chroogfa  - Tha  ablllcy  of  boeix  conmnlcaclotui  and  aoncomnunlcaclons 
syactms  co  oparaca  £a  a Jasalsg  anvlroaoent  dua  co  blghar  crassalttar 
powar  output.  Thla  anablaa  a radar  to  ovarcome  tha  fstaxfaranca  and  de- 
tact  a targat  up  to  a cartaln  rasga  aad  asablas  a conaunicatlotxs  sysraa 
to  override  Jann-fng  slgnale. 

Blaetroaagnetlc  Cocpatiblllty  (EMC)  - A.  measure  of  tha  ability  of  cotani- 
olcatlons-alectronlcs  (C-S)  equipments,  subsystems,  and  systems,  together 
vlth  electromechanical  devices,  to  operate  in  their  intended  operaclonal 
environments  without  suffering  or  causing  unaccept.able  degradation  be- 
cause of  unwanted  alactromagnetlc  radiation  or  response. 

Electronic  Countermeasures  (SCM)  - That  major  subdivision  of  electronic 
warfare  involving  actions  taken  co  prevent  or  reduce  the  effectiveness  of 
an  adversary's  equipment  and  tactics  employing  or  affected  by  electromag- 
netic radiations  and  co  exploit  the  enemy's  use  of  such  radiations. 

Electronic  Countarmeasuras  Vulnerability  Teat  - A test  co  determine  the 
ability  of  C-S  equipments  and  systems  to  operate  in  their  intended  elec- 
tromagnetic environments  at  designed  levels  of  efficiency  without  expe- 
riencing unacceptable  degradation  due  to  enemy  EOl. 

Electronic  Counter-countermeasures  (ECCH)  - That  major  subdivision  of 
electronic  warfare  involving  actions  taken  to  ensure  our  own  effective 
use  of  electromegneCic  radiations  despite  the  enemy's  use  of  counter- 
measures. 

Electronic  Jaimaing  - The  deliberate  radiation,  reradiacion,  or  reflection 
of  electromagnetic  signals,  including  window  jamming,  with  tha  object  of 
ispelring  the  use  of  electronic  devices  by  the  enemy. 

Electronic  Warfare  CoW)  - That  division  of  the  military  use  of  elactrouics 
involving  actions  taken  co  prevent  or  reduce  the  effective  use  of  radiated 
clectromegnaclc  energy  and  actions  taken  co  insure  the  effective  use  of 
radiated  electromagnetic  energy. 

Electronic  Varfare  Sunnort  Measures  (ESM)  - That  division  of  iff  involving 
actions  takan  co  search  for,  intercept.  Locate,  record,  and  analyze  radi- 
ated electromagnetic  energy  for  the  purpose  of  exploiting  such  radiation 
in  support  of  military  operations.  Thus,  SSM  provides  a source  of  EW  in- 
formation required  to  conduct  SCI,  SCCl,  threat  detection,  warning,  avoid- 
ance, target  acquisition,  and  homing. 
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«.  Whaa  jamming,  a cacfmlqua  wfaaraby  cha  jamming  amission  is  Incar- 
rupcad  for  shore  parlods  Co  allow  oonlcorlng  of  cha  vlcclm  signal  during 
jasBBlng  oparaclons. 

b.  Whan  balng  jamiiad,  cha  cachniqua  of  obsanrlng  or  oonlCorlng  a 
daslrad  signal  during  Incarrupelons  In  cha  jamming  signal. 

Parfoinaanee  Indax  - Tha  maasura  of  a case  icam's  capablllcy  Co  parform 
ics  daslgn  mission  undar  normal,  claar-channal  condlclons  and  In  cha  pras- 
anca  of  foreulcous  or  InCanclonal  alaccromagnaclc  Incerfennca.  The  maa- 
suramanC  machod  and  Indam  vary  vlch  che  class  of  case  Icem;  expressed  In 
general  cams  as  percent  correct  Information  cransfer,  percent  correct 
copy,  percent  accuracy  of  rasules,  percent  correct  Ineerpretatlon  of  ce- 
stilts,  or.  In  soma  cases,  usable-unusable  operational  resales. 

Soot  Jamming  - The  jamming  of  a specific  channel  or  frequency. 

Sweeothrough  Jamming  - A means  of  jamming  over  a frequency  band  wider  chan 
chat  of  a spoc  jammer;  chat  is,  by  sweeping  che  carrier  frequency  of  a 
cunabla  Ed  cransmlccer  over  a given  band.  A single  sweepchrough  jaxmner 
attempts  to  sequentially  jam  many  different  victim  systems  operating  at 
different  frequencies . 

Teat  Link  - The  RP  path  astablished  by  the  test  Item(s) . Por  communica- 
tion systems  In  general,  one  test  Item  unit  operating  as  che  cesc  link 
transmitter  CTLI)  and  a second  as  che  test  link  receiver  (TIB.)  or  victim 
receiver  (VR) . 

Vulnerability . - A measure  of  che  degradation  of  che  ability  of  C-E.  aqulp- 
mant,  subsystems,  and  systems,  cogecher  with  electromagneclc  devices,  co 
operate  In  chclr  intended  operational  exrvlronmcnt  becausa  of  unwanted 
response  co  Incenclonal  electromagneclc  radiation  ucUlzed  In  electronic 
warfare. 
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APPEHDEC  F 
AaBREFIAIIONS 

aurtlculation  Index 

arclctiinelon  acor* 

blc  error  race 

tarlrootnen  r a ,1  generator 

Eorlroraaentai  Interference  Effects  Model 

Electromagnetic  Radiation 

Field  Facility 

Instronented  Workshop 

jasalng  signal 

jaaaing-co-signal  ratio  | 

P*^^c*oCage  of  correct  copy  ! 

probability  of  target  detection 

desired  signal 

sigual-co-noisa  ratio 

signal  plus  noise  to  noise  ratio 

Spectrum  Signature  Facility 

test  item 

test  link  receiver 

test  link  transmitter 

true  north 

Folce  Intarfarence  Analysis  System 

Weapon  System  Electromagnetic  Environment  Simulator 
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